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2.3. 24LE Hot ZAME! : AWS ECSA (Enhanced Cloud Security Assessment) -

| Al : AWS ECSA W< Zt0f

1. Network & Security Infra 153} : SEC 7|&XI&E(E27|22A ¥ 3rd Party 7|&X|#)
2. Landing Zone : SEC EHOt7|&HRA(7H2Q121 Landing Zone Code 2! Control Tower, SaaS ¥ Cloud M= 7H)

3. Security Consulting : SEC &

Identity

Identity Mgmt. at scale
Federation

Access rights

Access limitations
Password pulicies
Account level access
security (ie: root)
Local account level
authentication

Role based access
control

Account Hierarchy

QFAMEIEI(GRC TS : F

Detective
control

Org & Account
level visibility

Service level visibility
Node level visibility

Relention reguirements

Centralized log Ingestion
(SIEM Integration)

Traffic log collection
Build foundation for
automation

Gain Visibility
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Infrastructure
security

VPC patterns

Hybrid Connectivity;
Direct Connect/VPN
Network security
(Security Groups, MACLs,
etc.)

DDoS mitigation
Web App Firewalls

Configuration Mgmt.
(ie: AMI Bakery)
Designing for security,
elasticity & availability

Protect Your Cloud Infra

12

&

Data
protection

Encryption strategy

KMS Playbooks &
Runbooks

Key &

secrets management

Encryption at rest
Encryption in transit

Integrity validation

Encrypt Your Data

HIt, ISMS-P 8)

Incident
response

Alerting

Investigations
Cloud IR
Procedures & Playbooks

Preparation
(1AM, AMI's, etc..)

Automated response &
remediation
Containment

Forensics

Simulations

Respond Swiftly
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